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A.  PAT VAN PE
1. Tinh cap thiét cia dé tai
Hién nay viéc giam sat sir dung bang thiét bi camera ngay cang trd 1én phd bién.
M&i ddi tuong va yéu ciu giam sat ta c¢6 cc giai phap khac nhau nhu: Giai phap camera
cho truong hoc, giai phdp camera cho hd gia dinh, giai phdp camera cho ctra hang, shop
quén 4o, giai phap camera cho nha xudng, tiém vang... Nhung gbi gon ta c6 thé chia
thanh 03 hé thong sau: Camera quan sat cong nghé Analog (Camera Analog), Camera
quan sat qua giao thic IP (Camera IP) va Camera hon hop cong nghé Analog va IP
(Camera Analog + IP). Hé thong giam sat qua giao thirc IP con ap dung kha han ché do
gia thanh ctia camera IP khé cao.
Mot trong nhiing tmg dung ctia Camera IP kha pho bién trong nhiing nim gan day
1a “Hé thong giam sat tir xa bang hinh anh”.
Xuét phat tir tinh hinh thyc té, va duoc su déng y cua Hoi déng khoa hoc Trudng
Cao dang K¥ thuat Cong nghiép. Chiing t6i da tién hanh thyc hién dé tai: “Thiét ké, lip
diit hé thong giam sat qua giao thicc TCP/IP”.
2. Muc tiéu ciia dé tai:
- Tim hiéu vé giao thtrc mang (giao thirc TCP/IP).
- Tim hiéu vé md hinh giam sat qua giao thitrc mang.
- Khao sat danh gia tinh trong yéu cta cac diém lip dat Camera IP tai trudng Cao
dang K¥ thuat Cong nghiép.
- Thiét ké, lap dat hé thong giam sat qua giao thirc mang (giao thitc TCP/IP) tai
truong Cao dang Ky thuat Cong nghiép (tai 03 diém).
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B. NOIDUNG
CHUONG I: TONG QUAN VE MANG MAY TiNH VA GIAO THUC TCP/IP
I. Téng quan vé mang may tinh
1.1. Mang may tinh
Mang may tinh (Computer Network) 12 mot hé thong bao gdm nhiéu hé may tinh
don 1é dugc két ndi v6i nhau theo kién tric nao d6 va co kha nang trao d6i thong tin.
1.2.  Phan loai
- Phan loai mang theo khoang cach dia ly:
- Phan loai mang theo k¥ thuat chuyén mach:
- Phan loai theo kién tric mang;:
1.3.  Mang cuc bg - LAN
Mang cuc bo (LAN) la hé truyén théng téc do cao dugc thiét ké dé két ndi cac
may tinh va céc thiét bi xu ly dir liéu khac cung hoat déng véi nhau trong mot khu vuc
dia ly nhé nhu & mét tang cua toa nha, hoic trong mot toa nha.... Mot sé mang LAN ¢
thé két ndi lai véi nhau trong mot khu 1am viéc.
1.4. M6 hinh OSI
Mo hinh OSI (Open Systems Interconnection Reference Model - M& hinh tham
chiéu két néi cac hé thdng ma) 1a mot thiét ké dwa vao nguyén ly phan tang, Iy giai mot
cach triru tuong ki thuat két ndi truyén thong gitra cac hé may da dang duoc cung cip
boi cac nha san xuat khac nhau. Mé hinh cho phép tat ca céc thanh phan caa mang hoat
dong hoa dong, bat ké thanh phan 4y do ai tao dyng va thiét ké giao thic mang giira
chung do ISO dua ra.
1.5. MO0 hinh TCP/IP
M6 hinh TCP/IP la md hinh ¢6 trudc so véi mo hinh OSI. Muc dich cua mé hinh
OSI 1a dé tham chiéu 1am rd rang cach thuc trao doi thdng tin giira cac may tinh Véi
nhau, hay ndi cach khac 1a md hinh OSI dung cho hoc tap va nghién ctiu nhiéu hon 1a
dua vao trién khai thuc té.
1.6. Cac chuan ciia mang LAN
- Ethernet:
- Token Ring:
- FDDI (Fiber Distrubuted Data Interface):
1.7.  Thiét bi mang va thiét bi truyén dan
- Thiét bi mang:
- Céc thiét bi truyén dén:
Il.  Tong quan vé giao thirc TCP/IP
1.1. Giao thirc TCP/IP
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TCP/IP (Transmission Control Protocol/ Internet Protocol) la bo giao thiic cho
phép két ndi cac hé thong mang khong dong nhat v6i nhau. Ngay nay, TCP/IP duoc str
dung rong rii trong cac mang cuc bd cling nhu trén mang Internet toan cau. TCP/IP
dugc xem la gian lugc cia mo hinh tham chiéu OSI véi bén tﬁng nhu sau:

- Tang lién két mang (Network Access Layer)

- Tang Internet (Internet Layer)

- Téng giao van (Host-to-Host Transport Layer)

- Tang tmg dung (Application Layer)

1.2. Pia chi IP

Dia chi IP 1a con sd duy nhét dung dé dinh danh céc host trén mot mang [P. Dia
chi IP hoat dong trong 16p Network ctia chong giao thirc TCP/IP, n6 hoan toan doc lap
vo1 16p bén duoi Data-link sir dung dia chi MAC, nhu 1a dia chi MAC trong mang
Ethernet.
Mét dia chi IPv4 dwoc chia lam hai phén:

- Network ID (co6 thé goi la dia chi duong mang — network address): phan nay
dung dé dinh danh cho con dudng mang ma cac host duoc tim thiy trén d6. Ching ta
c6 thé tuong twong ngoai thuc té ddy 1a tén ctia mot con dudng trong mot thanh phd.

- Host ID (dia chi cAc may- host address): phan nay dung dé dinh danh céc thiét
bi, cac host cu thé trén mot mang (Network ID). Chiing ta c6 thé twong twong nd nhu sd
nha duoc dat cho can nha trén mét con dudng vay.

CHUONG II: TIM HIEU VE CAMERA IP
2.1.  Tim hiéu vé hé théng giam sat, quan sat
Hé théng Camera dugc thiét ké dé co thé quan sat tai chd hoic quan sat tir xa qua

mang Internet. Cac hé thong Camera con cé thé két hop véi nhau thanh hé thong nhiéu
Camera va tao thanh hé théng Camera téng thé, hodc cling co thé két hop véi cac hé
théng khac tao thanh hé théng an ninh toan dién cho cac doanh nghi¢p. Muc dich st
dung hé thdng giam sat, quan sat:

- Quan sat cac hoat dong dang dién ra tai nhiéu vi tri khac nhau tir mot trung tam
diéu khién.

- Quan sat, quan ly qua trinh lam viéc cia nhan vién.

- Quan Iy hoat dong cuia nhiéu chi nhanh & cac dia phuong khac nhau.

- Pé phong ké gian, ngin ngira trom cip.

- Ghi hinh c4c hoat dong dang dién ra, phuc vu qu4 trinh xem lai.

- Xay dung hé thong quan Iy theo huéng hién dai, tiét kiém chi phi.
Cic hé thong camera giam sat hién nay:
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a. Heé thong Camera tuong ty:
b. Hé thong Camera IP:

2.2.  Ung dung camera IP va giam sat, quan sat

- Giam sat nha bang internet:

- Giam sat tir xa bang IP Camera:

- Phat hién vi pham vuot dén do:

- Phat hién vi pham vugt qua tde do:

- Ung dung camera quéan 1y nha hang;

- Ung dung camera quan 1y nha may san xuét:

- Ung dung camera dé phat hién bién s6 den:

- Giai phap nha thong minh EIB:

- Ung dung Camera vao tu van y té tir xa bang hinh anh:

- Dich vu hoi nghi truyén hinh st dung IP Camera:
CHUONG 3: THIET KE, LAP PAT HE THONG GIAM SAT QUA GIAO
THUC TCP/IP
3.1. Thiét ké xay dung ing dung v6i camera IP
3.1.1. Ciu hinh tong quan ciia hé thong:
a.  Cdu hinh si dung dau ghi hinh

. < J Switch

Megapixel Full HD IR network camera

NVR

Hinh 3.1. Cdu hinh hé thong Camera IP ¢é sir dung dau ghi hinh
b.  Cédu hinh khong siv dung ddu ghi hinh

.

Megapixel Full HD IR network camera

Switch

Monitoring PC

Hinh 3.2. Cdu hinh hé thong Camera IP khong sir dung ddu ghi hinh
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3.1.2. Phan mém qudn ly IP Camera:
a. Phin mém qudn Iy IP Camera:

Phan mém quan 1y trén nén Desktop duoc sir dung trong dé tai nay 1a “Monitor
Client”. Ngoai phan mém quan 1y Camera IP trén Desktop ching ta co thé st dung
phﬁn mém quan 1y trén chiéc dién thoai Smartphone (ho tro cac hé diéu hanh: Android,
10S, Windows phone). Trong dé tai nay, nhém st dung phan mém “Eseenet +” .

b. Cai dat phan mém quin Iy Camera IP trén nén Desktop
c. Cai dit phan mém qudn ly Camera IP trén di¢n thoai:
3.2. Thiét ké lip dit, cAu hinh sir dung hé thong
3.2.1. Chudn bi:
3.2.2. Ldp ddt:
3.2.3. Thay doi dia chi IP cho Camera IP
3.2.4. Ciu hinh si dung hé thong
- Phan cdu hinh Camera xem tai chd (LAN):
- Phén cdu hinh Camera xem tir xa (WAN):

C. KET QUA/ SAN PHAM CUA DPE TAI
> Vé mat Iy thuyét:

- Détai da nghién ctru vé Hé théng Camera IP, cac budc phat trién, cac dich vu,
... cling nhu dua ra cac md hinh ctia hé thong.

- Nghién cuu vé thiét bi Camera IP, nhitng loi ich, cac chirc nang va mé hinh két
nbi Camera IP trong hé thong.

- Duara cac giai phap tng dung IP Camera.
> Vé mdt thuc tién:

- St dung duoc phan mém c6 kha ning quan Iy cdc Camera IP véi chic ning
chinh 13 giam sat va diéu khién.

- Thiét ké duoc hé thong cac Camera gidm sat tir xa tai 03 diém trong yéu tai truong
Cao ding K¥ thuat Cong nghiép.

D. KET LUAN VA KIEN NGHI

Trong pham vi dé tai nghién ctru tmg dung, v&i han ché vé thoi gian, tai chinh va
diéu kién tim hiéu, tiép xuc thuc tién nén san pham chua thé mang tim ¢& Gng dung hé
thong 16n trong thuc té.

Trong khi thuc hién dé tai, nhom nghién ctru nhan théy ¢ thé phat trién ung
dung Camera IP dé xay dung mot “Hé thong phong chdy chita chdy cé sir dung
Camera IP” phuc vu cho gidng day va hoc tap.
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Trong tuong lai, c6 thé ti€p tuc phat trién va di sau san pham ¢ tam cao hon (thiét

ké hé théng nhiéu hon 03 Camera), gdp chung cic Camera khac dudng truyén (két ndi voi

cac Router khac nhau) trén cting mot phan mém quan 1y voi hy vong mang lai nhiing ting
dung nhiéu hon cho thue tién néi chung va trong giam sat noi riéng.
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